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IMS

Group of Companies

INFINITILIM

Enhanced 3D Secure Add-on for Issuer with
INFINITIL_IM

2 Factor Authentication ¢ OTP (One Time Password) e Dynamic Authentication Method

Out Of Band Authentication e Transaction Alert ¢ Fraud Notification e Multi Payment Channel
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AMERICAN EXPRESS

S a fe }'<e)/r Infinitium has officially receive certification from Amex SafeKey to

support both Issuing and Acquiring of Amex.

- The Infinitium Integrated Mobile Secure [IMS] is a payment server product designed for Issuer to provide
acomprehensive payment verification and authentication capability for their Card-Not-Present (CNP)

transactions.

Authentication for CNP payment such as E-commerce, Mobile Commerce and MOTO (Mail Order
Telephone'\Order) remains one of the main challenges facing the Payment Industry affecting all the parties
in the ecosystem - Acquiring Bank, Merchant, Issuing Bank and Card Holder.

The 3D, Secure Framework is widely recognized as the standard for Verification and Authentication under
INFINFTILIM VISA's VBV and Master’s SecureCode program that was introduced largely to address the E-commerce

IMS

channel.

Infinitium IMS solution is designed as an extension of the 3D Secure Framework to enhance the
verification and authentication process with mobile based 2FA and capability to extend to other
payment channel such as MOTO, IVR, Mobile Commerce. Some of the key benefits includes-:

» 2 Factor Dynamic Authentication to address Phishing, Trojans, Man-In-Middle, Keyboard logging

attacks.

Utilizes Stronger Security Control with Dynamic Password/One Time Password/Mobile Signature.
Eliminate the need for customer to register and remember static password.
Real Time Fraud Notification and Reporting by Card holder.

Capability to extend to more channels such as MOTO, Mobile Commerce, IVR and EDC Terminal.

governing agencies.

Features and Functionalities

Q Ready To Go Hosted

Infinitium IMS provides a “ready to go” hosted solution model whereby all
the infrastructure are ready for deployment. Minimal time to market and
eliminates the need to manage the system and maintenance functions.

49,
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Mass Enrolment

Enrolment and Registration has always been the Achillies’ heel of the
3D deployment for the Issuer due to it's complexity and customer
participation issues. With IMS, Issuer can proceed with Mass
Enrolment without requiring further “action” from cardholder. With these
flexibility and simplicity, the 3D secure adoption will be successful.

VA
N

Transaction Alert

Every time a credit card is been used in CNP scenario, IMS will send an
authentication message to the cardholder mobile devices. The
cardholder will be able to report a fraudulent transaction in real time if
they ever suspect that their card has been compromised. IMS can trigger
the bank host to temporarily suspend the card in such event. This will
help the bank to further minimize fraud and chargeback.

The key highlights of IMS is the capability to extends the 3D framework to include other payment channel
notably MOTO, Mobile Commerce transactions as well as the elimination of static password with 2FA
Dynamic Authentication that is in line with the direction of many security policy set by central bank

. Elimination of Static Password

One of the most significant enhancements with IMS is the ability to
eliminate the need of Static Password. Card Holder does not need to
register and remember any password.The challenges of forgetting and
resetting the password is also eliminated.

ms
mimim| Expansion to Multi Payment Channel

Issuer can extend IMS’s authentication capabling to handle multiple
payment channel such as MOTO, Mobile Commerce, Auto-bill and IVR.
This will provide the card holder with a common and seamless authenti-
cation methods everytime they used their card regardless of the channel
of the merchant.

Credit Card
Credit Card

Full Compliance

Infinitium IMS is designed to be fully compliant with payment standards
in mind. IMS supports both Visa’s 3D Secure and Mastercard SPA-UCAF
standards. Infinitium IMS is in compliance with PCI-DSS. In addition,
Infinitium strong in-house R&D team and innovative support ensures that
the product stays relevant in today’s dynamic world.



Enhanced Security with Dynamic Authentication

IMS enhances the standard customer authentication protocols such as Visa’s 3D Secure and MasterCard’s SPA-UCAF with
additional processes via the IMS adaptor. The IMS not only offers the capability for 2 Factor “Out of Band” authentication via
mobile devices, it also eliminates the threats of Phishing, Trojans, Man-In-Middle attack and keyboard logging.

Infinitium IMS also supports a wide range of authentication methods providing flexibility to Issuer to pick and choose different
authentication methods that suits the market demand. Some of the possible authentication methods includes:-

Authentication Method ACS Window SMS Fraud Alert PIN Displayed Authentication Entry
USSD A Notification Yes Mobile Phone Mobile Phone
USSD B Enter Pin Yes Mobile Phone Web Browser
SMS Push A Notification Yes Mobile Phone Mobile Phone
SMS Push B Enter Pin Yes Mobile Phone Web Browser
SMS Pull Display Pin No Web Browser Mobile Phone
OTP Dongle A Enter Pin No OTP Dongle Web Browser
OTP Dongle B Notification No OTP Dongle Mobile Phone
Digital Signing Notification Yes Digital Signing PIN Mobile Phone
VBV/SecureCode Enter PIN No None Web Browser
Password

IMS Authentication Processing

ISSUER DOMAIN INTEROPERABILITY DOMAIN (VISA) ACQUIRER DOMAIN

Submit Payment (Enter Card Info
_____ 1 --Submit Payment (Enter CardInfo)_____|____p ~N
Send PAReq
........... LRt E BETES
Submit PARes
----------------- 10)-=-------==ccecdeca-p
A ! ‘ Payment
. Send Query (VEReq) to Gateway
8 7 9 determine the appropriate 11
OTP & 1 1 H card range ) 1
Authentication ! PAReq | 1 PARes 1 2 _-°" Validate ! ?
! H ! Send VEReq il 5 PARes message 1 i
é i : N\ & L i1 Authorization
: . <{----- 3 Send VERes 3 Result
1
v _v S R Y/ R — M Directory Server N
2FA Server/Host ~ 'NFNTiUna ACS .
Send VERes ' H
Lo
1
Proceed 12 :
i i Authorizati
_____ DI \/ISA Authenticatio uthorization '
1 1
Log authentication 1 1
results : :
1 1
1 1
| A
1
----- 12)----- >RV LYY \ 7 Acquirer
Read ECI Code & Submit and
validate CAVV/AAV before authorization get Authorization -

1. Shopper browses at merchant site, finalizes a purchase and makes payment. Merchant now has all the necessary data to begin 3D
Secure processing, including card number.

2. Merchant Server Plug In (MPI) which may be hosted by the Merchant, the Acquirer or a third party will send card number
toVisa/MasterCard Directory Server.

3. If card number is in a participating card range, Visa/MasterCard Directory Server queries appropriate ACS to determine whether
authentication is available for the card number. If no appropriate ACS is available, the Visa/ MasterCard Directory Server creates a
response for the MPI and processing continue with Step 5.



IMS's ACS responds to Visa/MasterCard Directory Server.

Visa/MasterCard Directory Server forwards ACS response (or its own) to MPI.
MPI sends Payer Authentication Request to ACS via shopper’s browser.

IMS's ACS receives Payer Authentication Request

© N oA

Cardholder enters password using authentication method which is applicable to the card number. IMS's ACS authenticates shop
per for the card number, then formats the Payer Authentication Response message with appropriate values and signs it digitally.
The Payer Authentication Response message contains an ECI (Visa)/ UCAF(MasterCard) value indicating the authentication
result. The CAVV(Visa)/ AAV(MasterCard) values which serve as a proof that authentication happens.

9. IMS's ACS returns Payer Authentication Response to MPI via shopper’s browser. Meanwhile if this is a Visa card, authentication
results will be sent to Visa Authentication History Server (AHS).

10. MPI receives Payer Authentication Response.

11. MPI validate Payer Authentication Response signature. (either by performing the validation itself or by passing the message to
a separate Validation Server).

12. Merchant proceeds with authorization exchange with its Acquirer. Acquirer processes authorization with Issuer via
Visa/MasterCard Net, then returns the result to Merchant. When issuer bank receives authorization request from acquirer bank,
the issuer bank needs to validate the ECI/UCAF and CAVV/AAV value. Issuer bank may opt to reject the authorization in case
of the 3D authentication is failed or the CAVV/AAV value is not valid. Customization at issuer bank host is required to read the
ECI/UCAF value and validate the CAVV/AAV.

13. Acquirer return the authorization result to Merchant.

Hosted Infrastructure Diagram

‘ As part of the hosted infrastructure, we will
provide the above system configuration as
i part of our solution offering for the hosted

model. There will be 2 sets of system
(Primary and DR) running in two different
Data Center with 2 different Internet
backbone. The servers is designed with high
I I availability configuration.

Acquiring Bank gt Qoo O lalabaialy ‘ Issuing Bank

’ Y The Hosted Platform will consist of the
/’ \\ * Firewalls
e N + IPS/IDS system
* Web Servers

| B @'—'—' §ﬁ\r <N
e b ey

« Application Servers
+» Database Servers

» Monitoring and Fault Reporting System
* SMSC/USSD connectivity

* File Integrity Monitoring system

* System Policy Management system

SELM ~ i N + Event Log Management system
~ P
AR Lease/VPN Line . « Central Antivirus Management Console
1 . . .
‘\ Application AN UsMm « Stringent physical access controls to all
~ Server 1 * SELM servers.
Applicatioln Server 1 Application Server 2 :
: Our system are monitored 24 X 7 and SMS
- alerts are triggered to our support engineer
Application Server 2 for critical event. All systems are managed in
accordance to recognized standard such as
Database Payment Card Industries Data Security
Database Sever Server Standards. (PCIDSS)

Sample Screen Shot of IMS

INFIN;TIL_IM G 1 N Ry General Information
IME: Card No 4388880000000201
Iszuer Id NET_Wisa
Status®* Active b
Authentication Type One Time Password (%
Maobile Nurm. 601259583421
Registration Date 27/05/2009 09:05:24
Sea%ism Registration Method ADS
Perzonal Meszage testing
Password eIIYGwyHIzyKNFSQMCO/wzMQXE=
INTEGRATED Last Successful Authentication
MOBILE Date
SECURE Last Atternpt Date
I Fail Count 0

Sample screen on mobile phone when requesting digital from card holder. When cardholder call up, customer service agent will search for
cardholder card number for detail information.



Sample screen on Incoming Authentication. Customer services agent are able to search and filter Authentication Attempt, Authentication
Statistic, Incoming Verification, Registration Attempt report.

Sample Screen Shot of Various Authentication Methods

The Transaction Is Authorized By Bank.

Enter Your One-Time Passcode Please click on "Print" button on below to print this receipt for your own reference.

Your mobile phone has been registered for ABC Bank's Secure SMS Service. An T ion ID oID: 1 Payment Ref No. | R8889003
SMS has been sent to your mobile phone. Please enter your One-Time Passcode in Transcation Date 28/03/2010 Payment Method | Credit Card
the field below to verify your identity for this purchase. Transcation Amount | MYR 1725.00 Approval Code | 87716776
Receipt No. AB663421 Card No. XX0OK XK XXX 7663
28-March-10 6.33 pm Transaction Details
From: 663021 Merchant Penang Hotel
¢ - RoomType Check-in | Check-out No. Of Nights No. of Rooms Rate(MYR]
Your ABC Bank's One- Amount RM1725.00 yp | gl (MYR)
Time-Password for the Double Bed Room Check-in  15-04-2010 4 1 1500.00
purchase at Penang Date 28/03/10 BEST AVAILABLE -INCL BREAKFAST  Check-out 20-04-2010
Hotel of amount
RM1725.00 is 125874, Card Number XXXX XXXX XXXX 7663 Government Tax - 5% of Total Package Charge 75.00
will expire in 5 minUtes: One-Time Passcode ' 125874 Service Charge - 10% of Total Package Charge . 150.00
| Submit]  Cancel | Remaining Amount Payable at Hotel 1725.00
- INFINIT U
INFINITIUM al

Sms Push B
Receive the One Time Password (OTP) directly on the phone via SMS and key in <ID> on the web for authentication.

The Transaction Is Authorized By Bank.

Please click on "Print" button on below to print this receipt for your own reference.

Processing...
- ) - ) ) i 0ID20
Waiting for Mobile Authorization Confirmation. T b 4 B2y mentHefiNog| R02089911
Transcation Date | 29/03/2010 Payment Method | Credit Card
Please do not click on Back, Stop, Refresh buttons, or close window while we are Transcation Amount | MYR 1748.00 Approval Code | 1001092
processing your payment Receipt No. A236985 Card No. XXXX XXXX XXXX 7663
. N . . ABCBank VISA
Sending authorization request to your registered mobile number 012 565 1104 Pymt Request
Name: Virtual RoomType Check-in | Check-out No. Of Nights No. of Rooms Rate(MYR)
Transaction Details mt: RM174 Studio Room Check-in  01-06-2010 4 1 1520.00
i reply BEST AVAILABLE -INCL BREAKFAST  Check-out 05-06-2010
Merchant Virtual Hotel KL b acom
Ml accen| Government Tax - 5% of Total Package Charge 76.00
Amount RM1748.00 2 toreject
Service Charge - 10% of Total Package Charge 152.00
Card Number XXXX XXXX XXXX 7663 3 "’I 'fpm
IEDYs Remaining Amount Payable at Hotel 1748.00

INFINIT IUM INFINIT UM

USSD A
Receive the One Time Password (OTP) directly on the phone via USSD while the browser waits for mobile authentication, user

respond via mobile with 1 to accept transaction, 2 to reject transaction and 9 to report fraud.

The Transaction Is Authorized By Bank.
Please click on "Print" button on below to print this receipt for your own reference.
Transcation ID 0ID201003300784 Payment Ref No. | R02099911
Transcation Date 30/03/2010 Payment Method | Credit Card
N . Transcation Amount | MYR 1380.00 Approval Code 8541092
Please use your security device to generate an OTP PIN. E
. Receipt No. A58754845 Card No. X000 X000 300X 1212
Then enter the PIN here to authorize the payment
RoomType Check-in | Check-out No. Of Nights No. of Rooms Rate(MYR)
[ Studio Room Check-in 01-05-2010 4 1 1200.00
Check-out 05-05-2010
Government Tax - 5% of Total Package Charge 60.00
Service Charge - 10% of Total Package Charge 120.00
Remaining Amount Payable at Hotel 1380.00
INFINIT ILUM INFINIT UM

Dongle
Generate the One Time Password (OTP) directly via dongle. User key in the OTP provided on browser for authentication.



Other Value Added Payment Solutions

Lh_‘r-

.Il—_ .

INFINIT UM INFINIT UM
RPS
Infinitium ePayment for Acquirer Recurring Payment System (RPS) for Acquirer.
The Unified Payment Platform that simplifies online payment Dedicated system targeted at acquirer who provides payment
processing with multi channel, multi payment modes and real time processing for auto billing merchant for recurring payment such as
fraud detection for acquiring merchant. monthly bills, installment plan, monthly membership, insurance
+ Support multiple payment modes - credit card/debit premium renewal and etc.
card/edebit/loyalty points/ewallet.  Automation of Auto Billing facility with Auto File-Mapping
» Real time credit card acquiring with multi currency. merchant for multiple merchant.
» Real Time Fraud Scoring and Profiling. + Web based Management Console.
* Automated Reconciliation System. + Real-time Credit Card Acquiring with multi currency.
* Web based management consoles. + Fully customizable reporting template for multiple bank
submission.
» Multi business rules for exception handling of expired or invalid
card.
'@&Jﬁ
1M " rS ! ,j"'i
= e TR
INI—_INITIUM INFINITIUM
Infinitium eMall Infinitium eManage
Comprehensive online storefront solution for large merchants and Enterprise Outsource Service for large enterprise and bank. We
banks with online catalog, shopping cart, shipping logic and payment offer outsource service for our whole range of products and
system fully integrated. solutions. Our eManage client does not need to invest in
- Support multiple biz model for B2C, B2B, Many to Many, One to hardware/software and man-power to manage all these system.
Many. Infinitium eManage are tailor made on a requirement basis for each
» Support multiple Micro sites for sub-merchant/supplier. of our customer. eManage contract are mainly for Online Storefront,
» Support product redemptions as well as “money plus point” Unified Payment Platform and Fraud Detection System.
purchases. » eManage of system hardware and software with 24X7 support.
* Various marketing module such as Buy 1 Get 1 Free, Free - eManage of Bank’s Emall with order processing and catalog
Shipping, Promotion, Voucher Discount, etc. updating.
* Suggestive selling and up-selling modules « eManage of Airlines’s Unified Payment Platform with 24X7
+ lIdeal for bank’s Emall with backend integration for On-Us routing. monitoring and support.

» eManage of inbound IVR Call center payment.

Infinitium Offices

Malaysia Indonesia Singapore
Infinitium Group of Companies PT Infinitium Solutions Infinitium Solutions Pte Ltd

No.15-2, Block C1, Jalan PJU 1/41, Dataran Prima, Mayapada Tower Lt. 19-02A, 8 Ubi Road 2,
47301 Petaling Jaya, Selangor, Malaysia. JI. Jend. Sudirman Kav. 28, Jakarta Selatan, #04-05 Zervex,

Tel (+603) 7880 4077 Indonesia. )
Fax((+6032) 7803 5077 Tel (+6221) 525 3389 / (+6221) 522 6751 Singapore 408538.

Fax (+6221) 522 6571 TellFax : (+65) 6383 4346

Group Website www.infinitium.com
International Sales Email sales@infinitium.com
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