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Integrated Mobile Secure (IMS)

IMS

Enhanced 3D Secure Add-on for Issuer with
2 Factor Authentication      OTP (One Time Password)      Dynamic Authentication Method

Out Of Band Authentication      Transaction Alert      Fraud Notification      Multi Payment Channel



Features and Functionalities

Every time a credit card is been used in CNP scenario, IMS will send an 
authentication message to the cardholder mobile devices. The 
cardholder will be able to report a fraudulent transaction in real time if 
they ever suspect that their card has been compromised. IMS can trigger 
the bank host to temporarily suspend the card in such event. This will 
help the bank to further minimize fraud and chargeback.

Transaction Alert
Infinitium IMS is designed to be fully compliant with payment standards 
in mind. IMS supports both Visa’s 3D Secure and Mastercard SPA-UCAF 
standards. Infinitium IMS is in compliance with PCI-DSS. In addition, 
Infinitium strong in-house R&D team and innovative support ensures that 
the product stays relevant in today’s dynamic world. 

One of the most significant enhancements with IMS is the ability to 
eliminate the need of Static Password. Card Holder does not need to 
register and remember any password.The challenges of forgetting and 
resetting the password is also eliminated.

Elimination of Static Password

Enrolment and Registration has always been the Achillies’ heel of the 
3D deployment for the Issuer due to it’s complexity and customer 
participation issues. With IMS, Issuer can proceed with Mass 
Enrolment without requiring further “action” from cardholder. With these 
flexibility and simplicity, the 3D secure adoption will be successful.

Mass Enrolment

Infinitium IMS provides a “ready to go” hosted solution model whereby all 
the infrastructure are ready for deployment. Minimal time to market and 
eliminates the need to manage the system and maintenance functions.

Ready To Go Hosted

The key highlights of IMS is the capability to extends the 3D framework to include other payment channel 
notably MOTO, Mobile Commerce transactions as well as the elimination of static password with 2FA 
Dynamic Authentication that is in line with the direction of many security policy set by central bank 
governing agencies.

Issuer can extend IMS’s authentication capabling to handle multiple 
payment channel such as MOTO, Mobile Commerce, Auto-bill and IVR. 
This will provide the card holder with a common and seamless authenti-
cation methods everytime they used their card regardless of the channel 
of the merchant.

Expansion to Multi Payment Channel

IMS

IMS

The Infinitium Integrated Mobile Secure [IMS] 
is a payment server product designed for 
Issuer to provide a comprehensive payment 
verification and authentication capability for 
their Card-Not-Present (CNP) transactions.

Full Compliance
Credit Card

Credit Card

Infinitium has officially receive certification from Amex SafeKey to
support both Issuing and Acquiring of Amex.



Enhanced Security with Dynamic Authentication 
IMS enhances the standard customer authentication protocols such as Visa’s 3D Secure and MasterCard’s SPA-UCAF with 
additional processes via the IMS adaptor. The IMS not only offers the capability for 2 Factor “Out of Band” authentication via 
mobile devices, it also eliminates the threats of Phishing, Trojans, Man-In-Middle attack and keyboard logging.  

Infinitium IMS also supports a wide range of authentication methods providing flexibility to Issuer to pick and choose different 
authentication methods that suits the market demand. Some of the possible authentication methods includes:-

1. Shopper browses at merchant site, finalizes a purchase and makes payment. Merchant now has all the necessary data to begin 3D
 Secure processing, including card number. 
2. Merchant Server Plug In (MPI) which may be hosted by the Merchant, the Acquirer or a third party will send card number
 toVisa/MasterCard Directory Server.
3. If card number is in a participating card range, Visa/MasterCard Directory Server queries appropriate ACS to determine whether
 authentication is available for the card number. If no appropriate ACS is available, the Visa/ MasterCard Directory Server creates a
 response for the MPI and processing continue with Step 5. 
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4. IMS's ACS responds to Visa/MasterCard Directory Server.
5. Visa/MasterCard Directory Server forwards ACS response (or its own) to MPI. 
6. MPI sends Payer Authentication Request to ACS via shopper’s browser.
7. IMS's ACS receives Payer Authentication Request
8. Cardholder enters password using authentication method which is applicable to the card number. IMS's ACS authenticates shop
 per for the card number, then formats the Payer Authentication Response message with appropriate values and signs it digitally.
 The Payer Authentication Response message contains an ECI (Visa)/ UCAF(MasterCard) value indicating the authentication
 result. The CAVV(Visa)/ AAV(MasterCard) values which serve as a proof that authentication happens. 
9. IMS's ACS returns Payer Authentication Response to MPI via shopper’s browser. Meanwhile if this is a Visa card, authentication 
 results will be sent to Visa Authentication History Server (AHS).
10. MPI receives Payer Authentication Response. 
11. MPI validate Payer Authentication Response signature. (either by performing the validation itself or by passing the message to
 a separate Validation Server).
12. Merchant proceeds with authorization exchange with its Acquirer.  Acquirer processes authorization with Issuer via 
 Visa/MasterCard Net, then returns the result to Merchant. When issuer bank receives authorization request from acquirer bank,
 the issuer bank needs to validate the ECI/UCAF and CAVV/AAV value. Issuer bank may opt to reject the authorization in case
 of the 3D authentication is failed or the CAVV/AAV value is not valid. Customization at issuer bank host is required to read the
 ECI/UCAF value and validate the CAVV/AAV.
13. Acquirer return the authorization result to Merchant.

Sample Screen Shot of IMS
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Hosted Infrastructure Diagram 

Issuing Bank

As part of the hosted infrastructure, we will 
provide the above system configuration as 
part of our solution offering for the hosted 
model. There will be 2 sets of system 
(Primary and DR) running in two different 
Data Center with 2 different Internet 
backbone. The servers is designed with high 
availability configuration. 

The Hosted Platform will consist of the
following:-

 • Firewalls
 • IPS/IDS system
 • Web Servers
 • Application Servers
 • Database Servers
 • Monitoring and Fault Reporting System
 • SMSC/USSD connectivity
 • File Integrity Monitoring system
 • System Policy Management system
 • Event Log Management system
 • Central Antivirus Management Console
 • Stringent physical access controls to all
  servers.
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Our system are monitored 24 X 7 and SMS 
alerts are triggered to our support engineer 
for critical event. All systems are managed in 
accordance to recognized standard such as 
Payment Card Industries Data Security 
Standards. (PCIDSS) 
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Sample screen on mobile phone when requesting digital from card holder. When cardholder call up, customer service agent will search for 
cardholder card number for detail information.



Sample Screen Shot of Various Authentication Methods

Sms Push B
Receive the One Time Password (OTP) directly on the phone via SMS and key in <ID> on the web for authentication.

USSD A
Receive the One Time Password (OTP) directly on the phone via USSD while the browser waits for mobile authentication, user 
respond via mobile with 1 to accept transaction, 2 to reject transaction and 9 to report fraud.  

Dongle
Generate the One Time Password (OTP) directly via dongle. User key in the OTP provided on browser for authentication.

123888123888

Sample screen on Incoming Authentication. Customer services agent are able to search and filter Authentication Attempt, Authentication 
Statistic, Incoming Verification, Registration Attempt report. 

From: 663021
Your ABC Bank’s One- 
Time-Password for the 
purchase at Penang 
Hotel of amount 
RM1725.00 is 125874. It 
will expire in 5 minutes.

28-March-10 6.33 pm

The Transaction Is Authorized By Bank.

Please click on "Print" button on below to print this receipt for your own reference. 

RoomType                                             Check-in | Check-out   No. Of Nights   No. of Rooms   Rate(MYR)

Studio Room Check-in   01-05-2010
Check-out 05-05-2010

4 1 1200.00

Government Tax - 5% of Total Package Charge            60.00

Service Charge - 10% of Total Package Charge          120.00

Remaining Amount Payable at Hotel        1380.00

Transcation ID              OID201003300784

Transcation Date          30/03/2010

Transcation Amount    MYR 1380.00

Receipt No.                   A58754845

Payment Ref No.     R02099911

Payment Method     Credit Card

Approval Code       8541092

Card No.                   xxxx xxxx xxxx 1212

The Transaction Is Authorized By Bank.

Please click on "Print" button on below to print this receipt for your own reference. 

RoomType                                             Check-in | Check-out   No. Of Nights   No. of Rooms   Rate(MYR)

Double Bed Room
BEST AVAILABLE -INCL BREAKFAST

Check-in   15-04-2010
Check-out 20-04-2010

4 1 1500.00

Government Tax - 5% of Total Package Charge            75.00

Service Charge - 10% of Total Package Charge          150.00

Remaining Amount Payable at Hotel        1725.00

Transcation ID              OID201003280001

Transcation Date          28/03/2010

Transcation Amount    MYR 1725.00

Receipt No.                   A6663421

Payment Ref No.     R8889003

Payment Method     Credit Card

Approval Code       87716776

Card No.                   xxxx xxxx xxxx 7663

The Transaction Is Authorized By Bank.

Please click on "Print" button on below to print this receipt for your own reference. 

RoomType                                             Check-in | Check-out   No. Of Nights   No. of Rooms   Rate(MYR)

Studio Room
BEST AVAILABLE -INCL BREAKFAST

Check-in   01-06-2010
Check-out 05-06-2010

4 1 1520.00 

Government Tax - 5% of Total Package Charge            76.00

Service Charge - 10% of Total Package Charge          152.00

Remaining Amount Payable at Hotel        1748.00

Transcation ID              OID201003280014

Transcation Date          29/03/2010

Transcation Amount    MYR 1748.00

Receipt No.                   A236985

Payment Ref No.     R02099911

Payment Method     Credit Card

Approval Code       1001092

Card No.                   xxxx xxxx xxxx 7663

Virtual Hotel KL

RM1748.00

ABCBank VISA 
Pymt Request
Name: Virtual Hotel KL
Amt: RM1748.00
Pls reply
1 to accept
2 to reject
9 to report fraud
reply?

ABCBank VISA 
Pymt Request
Name: Virtual Hotel KL
AAmt: RM1748.00
Plsls reply
1 to ao accept
2 to reto rejeject
9 to report fraudort fraudort fraud
reply?

Please use your security device to generate an OTP PIN.
Then enter the PIN here to authorize the payment

Penang Hotel
RM1725.00
28/03/10
xxxx xxxx xxxx 7663

        125874 



Malaysia
Infinitium Group of Companies
No.15-2, Block C1, Jalan PJU 1/41, Dataran Prima,
47301 Petaling Jaya, Selangor, Malaysia.
Tel (+603) 7880 4077
Fax (+603) 7803 5077

Indonesia
PT Infinitium Solutions
Mayapada Tower Lt. 19-02A,
Jl. Jend. Sudirman Kav. 28, Jakarta Selatan, 
Indonesia.
Tel (+6221) 525 3389 / (+6221) 522 6751
Fax (+6221) 522 6571

Singapore
Infinitium Solutions Pte Ltd
8 Ubi Road 2,
#04-05 Zervex,
Singapore 408538.

Tel/Fax : (+65) 6383 4346
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